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[4710-11-M] 
Title 22—Foreign Reiations 


CHAPTER i—DEPARTMENT OF STATE 
SUBCHAPTER A—GENERAL 


{Departmental Regulation 108.760] 


PART 9—SECURITY INFORMATION 
REGULATIONS 


implementation of E.O. 12065 of June 
28, 1978 


AGENCY: Department of State. 


ACTION: Final rule; request for com- 
ments. 


SUMMARY: These regulations revise 
security information regulations for 
the Department of State, the Agency 
for International Development (AID), 
and the International Communication 
Agency (ICA). The revisions are neces- 
sary to conform to E.O. 12065 of June 
28, 1978, entitled National Security In- 
formation. 


DATES: Effective date: December 1, 
1978. Comments must be received on 
or before December 31, 1978. 


ADDRESSES: Send comments to: 

Hodding Carter III, Assistant Secre- 
tary of State for Public Affairs, De- 
partment of State, 2201 C Street NW., 
Washington, D.C. 20520; 

For AID: James W. McCulla, Direc- 
tor, Office of Public Affairs, Agency 
for International Deveiopment, 2201 C 
Street NW., Washington, D.C. 20523; 

For ICA: Michael Pistor, Director, 
Office of Congressional and Public Li- 
aison, International Communication 
Agency, 1750 Pennsylvania Avenue 
NW., Washington, D.C. 20547. 


FOR FURTHER INFORMATION 
CONTACT: 


Ely Maurer, Assistant Legal Adviser, 
Department of State, 2201 C Street 
NW., Washington, D.C. 20520, tele- 
phone 202-632-2682. 

Barbara Ennis, Director, Freedom of 
Information Staff, Bureau of Public 
Affairs, 2201 C St. NW., Washington, 
D.C. 20520, telephone 202-632-0772. 
William Larson, Division of Domes- 
tic Operations, Office of Security, 
2201 C St. NW., Washington, D.C. 
20520, telephone 202-632-0327. 
Arnold Dadian, Chief, Public Inquir- 
ies Staff, AID, Washington, D.C. 
20523, telephone 202-632-1805. 
Charles Jones, Jr., Freedom of Infor- 
mation/Privacy Act Coordinator, 
Office of Congressional and Public 
Liaison, ICA, 1750 Pennsylvania 
Avenue NW., Washington, D.C. 
20547, telephone 202-724-9103. 


Regulations dealing with internal 
procedures will be published in the 


‘ 
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Foreign Affairs Manual. Copies of 


_these regulations are available upon 


written request to the Freedom of In- 
formation Staff, Room 2811, Depart- 
ment of State, 2201 C St. NW., Wash- 
ington, D.C. 20520. 


Dated: November 1, 1978. 


BEN H. REap, ~ 
Under Secretary for Management, 
Department of State. 


Dated: November 1, 1978. 


HERBERT BECKINGTON, 
Auditor General, Agency 
for International Development. 


Dated: November 2, 1978. 


JAMES D. ISBISTER, 
Associate Director for Manage- 
ment, International Commu- 
nication Agency. 


Part 9 of Title 22, CFR is revised to 
read as set forth below. 

The regulations implement Execu- 
tive Order 12065, dated June 28, 1978 
(43 FR 28949, July 3, 1978) entitled 
“National Security Information”’, 
hereinafter referred to as the Order. 


PART $—SECURITY INFORMATION 
REGULATIONS 


Sec. 

9.1 General policy. 

9.2 Implementation and review responsibil- 
ities. 

9.3 Responsibility for safeguarding classi- 
fied information. 

9.4 Classification. 

5 Criteria for classification. 

6 Classification authority. 

7 Prohibitions. 

8 Classification designations. 

9 Duration of classification. 

10 Derivation classification. 

11 Classification guides. 

12 Declassification and downgrading. 

9.13 Transferred material. 

9.14 Systematic review 
guidelines. 

9.15 Scheduling for systematic review. 

9.16 Mandatory review. 

8.17 Appeals. 

9.18 Schedule of fees. 

9.19 Determinations 
cases. 

9.20 Challenges to classification. 


9. 
9. 
9. 
9. 
9. 
9. 
9. 
9. 


declassification 


in certain disputed 


Appendix A—Definitions. 

AvuTHORITY: E.O. 12065, Natienal Security 
Regulations of June 28, 1978 (43 FR 28949, 
July 3, 1878); Information Security Over- 
sight Office Directive No. 1 (43 FR 46280, 
October 5, 1978). 


§9.1 General policy. 


The interests of the United States 
and its citizens are best served by 
making information regarding the af- 
fairs of Government readily available 
to the public. This concept of an in- 
formed citizenry is reflected in the 
Freedon of Information Act (5 U.S.C. 
552) and in the current public infor- 
mation policies of the executive 
branch. 


(a) Safeguarding national security 
information. Within the Federal Gov- 
ernment there is some information 
which, because it bears directly on the 
effectiveness of our national defense 
and the conduct of our foreign rela- 
tions, must be subject to some con- 
straints for the security of our Nation. 

(b) Exemption from public disclo- 
sure. This information, hereinafter re- 
ferred to as classified information, is 
expressly exempted from compulsory 
public disclosure by 5 U.S.C. 552(b)(1). 
' (c) Scope. To balance the public’s in- 
terest in access to government infor- 
mation with the need to protect cer- 
tain national security information 
from disclosure, these regulations 
identify the information to be protect- 
ed, prescribe classification, downgrad- 
ing, declassification, and safeguarding 
procedures to be followed, and estab- 
lish education, monitoring and sanc- 
tions systems to irisure their effective- 
ness. 

(d) Limitation. The requirement to 
safeguard information and material in 
the interest of national defense and 
the conduct of foreign relations in no 
way implies an indiscriminate license 
to restrict information from the 
public. It is important that the citizens 
of the United States have the fullest 
possible access, consistent with nation- 
al security, to information concerning 
the policies and programs of their 
Government. 

§ 9.2 Implementation and review responsi- 
bilities. 

Executive Order 12065 requires the 
establishment of agency committees 
with authority to act on all sugges- 
tions and complaints with respect to 
each agency’s administration of its in- 
formation security program. 

(a) Each agency committee will have 
responsibility for the following addi- 
tional functions: 

(1) To establish and monitor policies 
and procedures within its agency to 
prevent overclassification, to ensure 
the orderly and effective declassifica- 
tion of agency documents, and to fa- 
cilitate the release of information, 
keeping in mind that the need to pro- 
tect information should be balanced 
against the public interest in disclo- 
sure; 

(2) To serve as a forum for systemat- 
ic review of proposed classified disclo- 
sures of an exceptional nature bearing 
upon issues of concern to the Congress 
and the public; 

(3) To recommend to the agency 
head any needed guidelines for classi- 
fication and declassification; 

(4) To administer a program to en- 
courage agency personnel to chal- 
lenge, through mandatory review and 
other appropriate procedures, those 
classification decisions they believe to 
be improper; 
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(5) To censider and decide such 
other questions concerning Classifica- 
tion and declassification as may from 
time to time be referred to the Com- 
mittee; 

(6) To protect from unauthorized 
disclosure properly classified informa- 
tion and intelligence, including intelli- 
gence sources and methods, bearing 
upon important aspects of national de- 
fense and foreign policy; and 

(7) To provide guidance concerning 
corrective or disciplinary action in un- 
usually important cases involving un- 
authorized disclosure or refusal to de- 
classify. : 

(b) Department of State. Within the 
Department of State, these functions 
will be performed by an oversight com- 
mittee to be named subsequently. 

(ce) Agency for International Devel- 
opment. Within the Agency for Inter- 
national Development these functions 
will be performed by the AID Security 
Information Committee (ASIC). It 
shall be chaired by the Auditor Gener- 
al, shall include the Director, Office of 
Security, as Secretary, and shall con- 
sist of the following members of the 
AID senior staff or their alternates: 
Assistant Administrator, Bureau for 
Program and Management Services; 
Assistant Administrator, Bureau for 
Asia; Director, Office of Public Af- 
fairs; the Executive Secretary; and the 
General Counsel. 

(d) International Communication 
Agency. Within the International 
Communication Agency, these func- 
tions will be performed by the Com- 
mittee on Public Information Policy 
(CPIP). The Committee is composed 
of the Director, Office of Congression- 
al and Public Liaison, who Chairs the 
Committee, Director, Office of Secur- 
ity, Associate Director, Management, 
Associate Director, Programs, and the 
General Counsel. 

(e) Reports to the Information Secur- 
ity Oversight Office. The agency over- 
sight committee shall provide informa- 
tion or reports to the Information Se- 
curity Oversight Office as the Director 
of that office may find necessary to 
carry out that office’s responsibilities 
under the Order. 


§ 9.3 Responsibility for safeguarding clas- 
sified information. 


(a) Primary. The specific responsibil- - 


ity for the maintenance of the security 
of classified information rests with 
each person having knowledge or 
physical custody thereof, no maiter 
how obtained. 

(b) Individual. Each employee is re- 
sponsible for becoming familiar with 
and adhering to all security regula- 
tions. 

({c) Supervisory. The ultimate re- 
sponsibility for safeguarding classified 
information rests upon each supervi- 
sor to the same degree that the super- 
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visor is charged with functional re- 
sponsibility for the organizational unit. 
While certain employees may be as- 
signed specific security responsibil- 
ities, such as Top Secret Control Offi- 
cer or Unit Security Officer, it is nev- 
ertheless the basic responsibility of su- 
pervisors to ensure that classified ma- 
terial entrusted to their organizational 
units is handled in accordance with 
the procedures prescribed in these reg- 
ulations. Each supervisor should 
ensure that no one employee is as- 
signed unreasonable security repsonsi- 
bilities in addition to usual administra- 
tive or functional duties. 

(ad) Organizational. The Offices of 
Security in State and AID are respon- 


‘sible for physical, procedural and per- 


sonnel security in their respective 
agencies. The Office of Communica- 
tions in the Department of State is re- 
sponsible for communications security 
(COMSEC). In the Department of 
State a committee, to be named subse- 
quently, will be responsible for general 
oversight of the policy aspects of the 
program of classification, declassifica- 
tion, and relase to the public, of infor- 
mation. For AID, the offices of Public 
Affairs and the General Counsel, 
working with the AID Security Infor- 
mation Committee, are responsible for 
these matters. For ICA, the offices of 
Congressional and Public Liaison and 
the Genera] Counsel are responsible 
for policy aspects of the Order. 


§9.4 Classification. 


General policy. Documents or other 
material are to be classified only when 
protecting the national security re- 
quires that the information they con- 
tain be withheld from public disclo- 
sure. Information may not be classi- 
fied to conceal violations of Law, inef- 
ficiency, or administrative error. or to 
prevent embarrassment to a person, 
organization or agency, or to restrain 
competition. No material may be clas- 
sified to limit dissemination, or to pre- 
vent or delay public release, unless it 
falls within one of the three classifica- 
tion designations listed in § 9.8. 


§9.5 Criteria for classification. 


With the exception of the Atomic 
Energy Act of 1954, as amended, these 
regulations are the only basis for clas- 
sifying information in the agencies 
named herein. To be eligible for classi- 
fication, information or materia! must 
meet two requirements. (2) First, it 
must deal with one of the following 
criteria: 

(1) Military plans, weapons, or oper- 
ations; 

(2) Foreign gevernment information; 

(3) Intelligence activities, sources or 
methods; 

(4) Foreign relations or foreign activ- 
ities of the United States: 
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(5) Scientific, technological, or eco- 
nomic matters relating to the national 
security; 

(6) United States Government pro- 
grams for safeguarding nuclear mate- 
rials or facilities; or 

(7) Other categories of information 
which are related to national security 
and which require protection against 
unauthorized disclosure as determined 
by the President or the head of an 
agency, or by officials designated by 
the President in accordance with Sec- 
tion 1-261 of the Order. 

(b) Second, an official with original 
classification authority must deter- 
mine tnat unauthorized disclosure of 
the information or material can rea- 
sonably be expected to cause at least 
identifiable damage to the national se- 
curity. Unauthorized disclosure of for- 
eign government information, or the 
identity of confidential |. foreign 
sources, is presumed to cause at least 
identifiable damage to the national se- 
curity. 

(c) Determinations of categories of 
information related to national secur- 
ity which require ciassification as 
noted in paragraph (a)(7) of this sec- 
tion shall be reported to the Director 
of the Information Security Oversight 
Office by the agency involved. 


§9.6 Classification authority. 


(a) In the Department of State au- 
thority for original classification of in- 
formation as ‘“‘Top Secret” may be ex- 
ercised only by the Secretary of State 
and may be delegated to such princi- 
pal subordinates as the Secretary may 
designate in writing, by position or by 
name, on the basis of their frequent 
need to exercise such authority. Nor- 
mally, these will not be below the level 
of Deputy Assistant Secretary in the 
Department or of chief of mission 
abroad. 

(b) Authority for original classifica- 
tion of information as “‘Secret’”” may be 
exercised by officials with Top Secret 
authority, the Administrator of AID, 
and the Director of ICA, and may be 
delegated to such subordinate officials 
as officials with top Secret authority 
and the Administrator of AID may 
designate in writing, by position or by 
name, on the basis of their frequent 
need to exercise such authority. Nor- 
mally, these will not be below the level 
of office director, section head (in a 
mission abroad), country public affairs 
officer, or equivalent. 

(c) Authority for original classifica- 
tion of information as ‘‘Confidential”’ 
may be exercised by officials with Top 
Secret or Secret classification authori- 
ty and may be delegated to such sub- 
ordinate officiais as officals with Top 
Secret authority, the Administrator of 
AID and the Director of ICA may des- 
ignate in writing, by position or by 
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name, on the basis of their frequent 
need to exercise’such authority. 

(d) Delegated original classification 
authority at any level may not be re- 
delegated. 

(e) In the absence of an authorized 
classifier, the person designated to act 
for that official may exercise the clas- 
sifying authority. 

(f) The Office of Security in each 
agency shall maintain a current list- 
ing, by classification designation, of 
the positions or officials carrying 
original classification authority. The 
Office shall also carry out periodic re- 
views of the number of officials to 
whom original classification authority 
has been delegated, to ensure that 
such delegations have been held to a 
minimum, and to ensure that officials 
so designated have a continuing need 
to exercise such authority. 


§ 9.7 Prohibitions. 


(a) A reference to classified docu- 
ments which does not disclose classi- 
fied information may not be classified 
or used as a basis for classification. 

(b) No documents originated on or 
after December 1, 1978, may be classi- 
fied after the agency has received a re- 
quest for them under the Freedom of 
Information Act or under these regu- 
lations unless the documents were in- 
advertently or erroneously not classi- 
fied at the time of origination. Such 
documents may be classified if classifi- 
cation of the information is consistent 
with these regulations, and is author- 
ized by the head or deputy head of the 
agency personally, in writing, on a doc- 
ument-by-document basis. The same 
provisions shall apply to documents 
originated before December 1, 1978, 
but in such a case the chairman of the 
agency review committee referred to 
in § 9.2 or an official with Top Secret 
classification authority may personal- 
ly authorize classification. 

(c) Once declassified and released to 
the public by an agency a document 
may not be reclassified. This provision 
shall apply even if the original declas- 
sification and release were inadvertent 
or erroneous. 

(d) Subject to paragraph (b) of this 
section any unclassified document 
may be classified or a classified docu- 
ment may be raised to a higher classi- 
fication, if such classification is con- 
sistent with these regulations and if 
the information has not been released 
to the public. 


§9.8 Classification designations. 


(a) Only three (3) designations of 
classification are authorized: ‘Top 
Secret”, “Secret”, “Confidential”. If 
there is reasonable doubt about which 
designation should be given to infor- 
mation or whether it should be classi- 
fied, the least restrictive treatment 
should be chosen. 
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(1) Top Secret. Information may beé 
classified ‘““Top Secret” if its unauthor- 
ized disclosure could reasonably be ex- 
pected to cause exceptionally grave 
damage to the national security. The 
classification “‘Top Secret” should be 
used with the utmost restraint. Exam- 
ples of “exceptionally grave damage” 
include armed hostilities against the 
United States or its allies; disruption 
of foreign relations vitally affecting 
the national security; the compromise 
of vital national defense plans or com- 
plex cryptologic and communications 
intelligence systems; the revelation of 
sensitive intelligence operations; and 
the disclosure of scientific or techno- 
logical developments vital to national 
security. 

(2) Secret. Information may be clas- 
sified ‘“Secret” if its unauthorized dis- 
closure could reasonably be expected 
to cause serious damage to the nation- 
al security. The classification “Secret” 
should be used sparingly. Examples of 
“serious damage” include disruption of 
foreign relations significantly affect- 
ing the national security; significant 
impairment of a program or policy di- 
rectly related to the national security; 


- revelation of significant military plans 


or intelligence operations; and com- 
promise of significant scientific or 
technological developments relating to 
national security. 

(3) Confidential. Information may 
be classified ‘Confidential’ if its unau- 
thorized disclosure could reasonably 
be expected to cause _ identifiable 
damage to the national security. The 
word “identifiable” is used to assure 
that the damage is more than insig- 
nificant 
No other classification designation is 
authorized or shall have force. - 

(b) Foreign government information. 
(1) If classified by the foreign govern- 
ment, shall either retain its original 
classification or be assigned a United 
States classification designation which 
will insure a degree of protection 
equivalent to that required by the 
entity that furnished the information. 

(2) Foreign government information, 
if not given a specific classification by 
the foreign government, will be as- 
signed an appropriate classification de- 
pendent on the sensitivity of the sub- 
ject matter and the degree of damage 
its unauthorized disclosure could rea- 
sonably be expected to cause to the 
national security. 


§9.9 Duration of Classification. 


(a) Except as permitted below, infor- 
mation or material which is classified 
after December 1, i978, shall be 
marked at the time of classification 
with the date for declassification, or 
for review for declassification, no more 
than 6 years later. 

(b) Only the Secretary of State, the 
Administrator of AID, The Director of 


ICA, or an official with Top Secret 
classification authority may classify 
information for more than 6 years 
from the date of the original classifi- 
cation. This authority shall be used 
sparingly. In such a case, a declassifi- 
cation date or event or date for review 
for declassification shall be set. This 
date or event shall be as early as na- 
tional security permits and shall be no 
more than 20 years after original clas- 
sification, and no more than 30 years 
after original classification for foreign 
government information. 

(c) In determining whether to assign 
a duration of classification for a stated 
period beyond 6 years, the guiding 
principle is the anticipated sensitivity 
of the information for that stated 
period. Such an assignment by an 
original classification authority re- 
ferred to in the preceding paragraph 
may be based on the continued need of 
protection of the information during 
the stated period for any of the fol- 
lowing reasons: 

(1) The disclosure of foreign govern- 
ment information during the stated 
period would contravene either the ex- 
pectation, express or implied, of a for- 
eign government or a joint arrange- 
ment with a foreign government, that 
the information would be kept in con- 
fidence. 

(2) The disclosure of the informa- 
tion during the stated period would 
reveal information specifically covered 
by statute, or pertaining to cryptogra- 
phy, or disclosing intelligence sources 
and methods. 

(3) The disclosure of information re- 
vealing a system, plan, installation, 
project or specific foreign relations 
matter during the stated period would 
disclose information essential to the 
national security. 

(4) The disclosure of the confiden- 
tial foreign source during the stated 
period would put in jeopardy the 
source or the source’s family, preju- 
dice future access to the source or 
impair the government’s ability to 
obtain information from other foreign 
sources in the future. 

(d) The agency may establish guide- 
lines to provide additional reasons for 
assigning a duration of classification 
beyond 6 years. 


§ 9.10 Derivative classification. 


(a) Derivative classification is the re- 
sponsibility of those who only repro- 
duce, extract, restate, paraphrase or 
summarize classified information, or 
who only apply classification markings 
derived from source material or as di- 
rected by a classification guide. 

(1) Officials who apply such deriva- 
tive classification shall respect original 
classification decisions. Such officials 
need not have original classification 
authority. They should also determine 
whether the derivative document re- 
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tains the eariler basis for classifica- 
tion. If extracting, paraphrasing or 
summarizing has removed the earlier 
basis for classification, the derivative 
document shall not be classified or 
shall be assigned a lower classification, 
as the case may be. If the derivative 
document does retain the earlier basis 
for classification, the office creating it 
shall assign the original classification 
to it. 

(2) A new document that derives its 
classification from information classi- 
fied on or after the effective date of 
the Order shall be marked with the 
declassification date or event, or the 
date for review, assigned to the source 
information. 

(b) A new document that derives its 
classification from information classi- 
fied under prior Orders shall be treat- 
ed as follows: 

(1) If the source text bears a declas- 
sification date or event 20 years or less 
from the date of origin, that date or 
event shall be carried forward on the 
new material. 

(2) If the source text bears no de- 
classification date or event or is 
marked for declassification beyond 20 
years, the new document shall be 
marked with a date for review for de- 
classification at 20 years from the date 
of original classification of the source 
material. 

(3) If the source text is foreign gov- 
ernment information bearing no date 
or event for declassification or is 
marked for declassification beyond 
thirty years, the new document shall 
be marked for review for deciassifica- 
tion at thirty years from the date of 
original classification of the source 
text. 

(4) If there is no source document, 
but derivative classification is being 
performed on the basis of a classifica- 
tion guide issued pursuant to §9.11, 
the provisions of the classification 
guide as to markings shall be followed. 


§ 9.11 


Classification Guides used to direct 
derivative classification shail, as far as 
practicable, be unclassified. They shall 
be written and organized to-facilitate 
the identification and uniform classifi- 
cation of information requiring the 
protection of classification under 
these regulations. 

(a) Classification guides shall specifi- 
cally identify the information to be 
classified. Each classification guide 
shall specifically indicate how the des- 
ignations, time limits, markings and 
other requirements under these regu- 
lations are to be applied to the infor- 
mation. 

(b) Each classification guide shall be 
approved in writing by an agency head 
listed in §9.6 or an official with Top 
Secret classification authority. Such 


Classification guides. 
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approval constitutes an original classi- 
fication decision. ‘ 

(c) Classification guides shall be 
kept current and shall be reviewed at 
least every two years. Each ‘agency 
shall maintain a list of all classifica- 
tion guides in curfent use. 


§9.12 Declassification and downgrading. 


(a) Declassification general. Declas- 
sification of classified information 
shall be given emphasis comparable to 
that accorded to classification. The de- 
termination to declassify information 
shall not be made on the basis of the 
level of classification assigned, but on 
the loss of the sensitivity of the infor- 
mation with the passage of time, and 
with due regard for the public interest 
in access to official information. At 
the time of review, any determination 
not to declassify shall be based on a 
determination that despite the pas- 
sage of time since classification release 
of information reasonably could still 
be expected to cause at least identifi- 
able damage to the national security. 

(b) Authority to declassify or down- 
grade. The authority to declassify or 
downgrade national security informa- 
tion or material shall be exercised as 
follows: 

(1) Classified information or materi- 
al may be declassified or downgraded 
by the official authorizing the original 
classification, if that official is still 
serving in the same position; by a suc- 
cessor in the same position; or by a su- 
pervisory official of either. 

(2) The agency head shail designate 
additional officials at the lowest prac- 
ticable echelons to exercise declassifi- 
cation and downgrading authority. 

(3) If the Director of the Informa- 
tion Security Oversight Office deter- 
mines that information is classified in 
violation of the Order, the Director 
may require the agency that originat- 
ed the classification to deciassify it. 
Any such decision by the Director may 
be appealed to the National Security 
Council. The appeal shall be forward- 
ed by the chairperson of the agency 
review committee. The information 
shall remain classified until the appeal 
is decided, or until one (1) year from 
the date of the Director’s decision, 
whichever comes first. 

(c) Downgrading. Information classi- 
fied under prior Orders and marked 
for automatic downgrading shall be 
downgraded without notification to 
holders. Classified information not 
marked for automatic downgrading 
may be downgraded by the originator 
or other authorized officials when 
such action is considered appropriate. 
Notice of downgrading shall be pro- 
vided to the holder of the record copy. 
Other holders of the information shall 
be notified to the extent that such 
action is practicable. 
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§ 9.13 Transferred material. 


In the case of classified information 
or material officially transferred to- 
gether with a transfer of function, the 
receiving agency shall be deemed to be 
the originating agency for all pur- 
poses, including downgrading and de- 
classification. In the case of classified 
information not so transferred, but 
originated in an agency which has 
ceased to exist, each agency in posses- 
sion shall be deemed the originating 
agency for all purposes, including 
downgrading and declassification. The 
agency in possession shall consult with 
any other agency having an interest in 
the subject matter before downgrad- 
ing or declassifying. 


§ 9.14 Systematic review declassification 
guidelines. 


(a) U.S. Government originated in- 
formation. By June 1, 1979, the 
agency head shall, after appropriate 
intra-agency consultations, in consul- 
tation with the Archivist of the United 
States and after review by the Infor- 
mation Security Oversight Office, 
issue declassification guidelines which 
shall be applieable to 20-year old 
United States Goverrment originated 
information of permanent value under 
his or her jurisdiction which remains 
classified. Those guidelines shall spe- 
cifically identify those limited catego- 
ries of information which cannot be 
automatically declassified but must be 
reviewed item-by-itema to determine 
whether there is a need for continued 
protection beyond 20 years. Informa- 
tion which has not been declassified 
earlier and which is not identified in 
the guidelines as requiring item-by- 
item review, shall be automatically de- 
classified at the end of the 20th full 
calendar year from its date of origin. 
The guidelines shall be authorized for 
use by the Archivist of the United 
States, and may be authorized by the 
agency head for use by other agencies 
having custody of the information 
contained therein. The _ guidelines 
shall be reviewed at least every other 
year and revised as necessary. Only an 
agency head, in writing, may authorize 
the continued classification of infor- 
mation beyond 20 years. In cases 
where information is exempted from 
declassification at 20 years, a date 
shall be determined for declassifica- - 
tion, or for further review for declassi- 
fication. This date shall be no more 
than 10 years later. The agency head 
alone may seek a waiver from this 10 
year review period in accordance with 
procedures to be established by imple- 
menting directive. 

(b) Foreign government information. 
(1) Foreign government information is 
exempt from automatic declassifica- 
tion at 6 years and from systematic 
review at 20 years. Unless declassified 
earlier, such information shall be re- 
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viewed for declassification at 30 years 
in accordance with section 3-3 of the 
Order and the guidelines developed by 
December 1, 1979 by the agency head 
in consultation with the Archivist of 
the United States and, where appro- 
priate, with the foreign government or 
international organization concerned. 
Foreign government information or 
material will be automatically declassi- 
fied at 30 years unless it is withheld 
from. declassification under’ those 
guidelines by an agency head. A date 
no more than 10 years later shall then 
be set for further review. An agency 
head alone may seek a waiver of the 
10 year review period, in accordance 
@vith the procedures of the implement- 
ing directive. 

(2) The guidelines for declassifica- 
tion of foreign government informa- 
tion will be reviewed every 2 years. 
Those guidelines shall be authorized 
for use by the Archivist of the United 
States. The agency head may also au- 
thorize their use by other agencies 
having custody of the information. 


§9.15 Scheduling for systematic review. 


Classified information constituting 
permanently valuable records of the 
Government as defined by 44 U.S.C. 
2103 and information in the possession 
and control of the Administrator of 
General Services pursuant to 44 U.S.C. 
2107 and 2107 Note shall be reviewed 
for declassification as it becomes 20 
years old. However, in view of the 
backlog, transition to systematic 
review at 20 years shall be implement- 
ed as rapidly as practicable and shall 
be completed no more than 10 years 
from December 1, 1978. Each agency 
head shall order the review of all se- 
curity classified records 20 years old or 
older which are held in storage areas 
by the agency, or in Federal Records 
Centers. Records which are found to 
be unscheduled for some future dispo- 
sition shall be scheduled immediately, 
in consultation with the Archivist of 
the United States. This scheduling 
shall.be accomplished by December 1, 
1980. 


§ 9.16 Mandatory review. 


All information classified under the 
Order or prior orders, except as noted 
in paragraph (j) of this section shall 
be subject to review for declassifica- 
tion upon request of a member of the 
public, a government employee, or an 
agency. , 

(a) For the request to be enter- 
tained, it must describe the material 
sufficiently to enable the agency 
having custody to locate it with a rea- 
sonable amount of effort. Whenever a 
request does not reasonably describe 
the information sought, the requester 
shall be notified that unless additional 
information is provided, or the scope 
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of the request is narrowed, no further 
action will be taken. 

(b) A request for classified informa- 
tion under the Order, which is identi- 
fied as specifically so intended, will be 
processed in accordance with these 
regulations. In such ‘& case, however, 
the exemptions of the Freedom of In- 
formation Act and any other exemp- 
tions under applicable law may be in- 
voked by the agency to deny material 
on grounds other than classification. 

(c) Requests may be addressed to: (1) 
The Department of State, 2201 C 


‘Street, NW., 20520. (A more specific 


address will be provided later.) The en- 


velope should be clearly marked MAN- .- 


DATORY REVIEW REQUEST: (2) 
Director, Office of Public Affairs for 


AID; and (3) Director, Office of Con-. 


gressional and Public Liaison for ICA. 
These offices are hereafter referred to 
as the receiving offices. 

(d) Requests for declassification 
under the Order shall be acted upon 
within 60 days from the date on which 
the request reaches the appropriate 
receiving office. The receiving office 
shall promptly acknowledge receipt of 
the request. 

(e) Subject to paragraph (i) of this 
section, the agency receiving the re- 
quest, if it is also the originating 
agency, shall determine whether the 
information or any reasonably segre- 
gable portion of it no longer requires 
protection. If so, the agency shall 
promptly make such _ information 
available to the requester, unless with- 
holding it is otherwise warranted 
under applicable law. If the informa- 
tion may not be released, in whole or 
in part, the agency shall give the re- 
quester a brief statement of the rea- 
sons, a notice of the right to appeal 
the determination to the agency 
review committee, and notice that 
such an appeal must be filed with the 
review committee within 60 days. 

(f) When an agency receives a re- 
quest for information in a document 
which is in its custody, but which was 
classified by another agency, it shall 
refer the request to the appropriate 
agency for review, together with a 
copy of the document containing the 
information requested, where practica- 
ble. The receiving agency shall also 
notify the requester of the referral, 
unless the association of the reviewing 
agency with the information requires 
protection. The reviewing agency shall 
review a document in coordination 
with any other agency involved with 
the classification or having a direct in- 
terest in the subject matter. The re- 
viewing agency shall respond directly 
to the request in accordance with the 
pertinent procedures described above 
and, if requested, shall notify the re- 
ferring agency of its determination. 

(g) (1) Requests for. declassification 
of classified documents originated by 


an agency but in the possession and 
control of the Administrator of Gener- 
al Services, pursuant to 44 U.S.C. 2107 
or 2107 Note, shall be referred by the 
Archivist to the agency of origin for 
processing and for direct response to 
the requests. The Archivist will inform 
requesters of such referrals. 

(2) During the transition period 
from declassification at 30 years to de- 
classification at 20 years, all requests 
for classified United States Govern- 
ment originated information over 20 
years old and foreign government in- 
formation over 30 years old not previ- 
ously declassified and transferred to 
the Archives will be processed accord- 
ing to the agency’s normal procedures. 

(h) In response to a request for a 
classified document in its possession, 
an agency may not refuse to confirm 
the existence or non-existence of the 
document unless the fact of its exist- 
ence or non-existence would itself be 
classifiable. 

(i) In the case of requests for docu- 
ments containing foreign government 
information, the agency receiving the 
request, if it is also the agency which 
initially received the foreign govern- 
ment information, shall determine 
whether the foreign government infor- 
mation in the document may be de- 
classified and released in accordance 
with agency policies or guidelines, con- 
sulting with other agencies of subject 
matter interest as necessary. If the 
agency receiving the request is not the 
agency which received the foreign gov- 
ernment information, it shall refer the 
request to the latter agency, which 
shall take action on the request. In 
those cases where available agency 
policies or guidelines do not apply, 
consultation with the foreign origina- 
tor through appropriate channels may 
be advisable prior. to final action on 
the request. 

(j) Information less than 10 years 
old which was originated by the Presi- 
dent, by the White House staff, or by 
committees or commissions appointed 
by the President, or by others acting 
on behalf of the President, including 
such information in the possession 
and control of the Administrator of 
General Services pursuant to 44 U.S.C. 
2107 or 2107 Note, is exempted from 
mandatory review for declassification. 
Requests for mandatory review of in- 
formation more than 10 years old of 
the origin described shall be processed 
in accordance with procedures devel- 
oped by the Archivist of the United 
States. These procedures will provide 
for consultation with agencies having 
primary subject matter interest. Any 
decision by the Archivist may be ap- 
pealed to the Director of the Informa- 
tion Security Oversight Office. Agen- 
cies with primary subject matter inter- 
est will be notified promptly of the Di- 
rector’s decision on such appeals and 
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may further appeal to the National 
Security Council. The information 
shall remain classified until the appeal 
is decided or until one year from the 
date of the Director’s decision, which- 
ever comes first. 

(k) If any agency makes a request on 
behalf of a member of the public, the 
request shall be considered as a re- 
quest by that member of the public 
and handled accordingly. ? 

(1) The processing of requests by the 
receiving office in the Department 
shall be as follows: 

(1) The receiving office shall record 
the request, and arrange for search 
and review of the documents. The doc- 
uments will be reviewed for declassifi- 
cation in accordance with these regu- 
lations or any applicable guidelines. If 
the documents remain classified and 
are not to be released, in whole or in 
part, the reviewing office will also pre- 
pare a letter informing the requester 
as described in paragraph (e) of this 
section. The letter to the requester 
shall be signed by the agency head or 
by an officer of at least deputy assist- 
ant secretary level or equivalent. The 
receiving office shall record disposi- 
tion of the case and forward the letter 
of denial to the requester. 

(2) If any request requires obtaining 
the views of other agencies, the receiv- 
ing office shall arrange coordination 
of review with such other agencies. 

(3) When all documents involved in 
the request are declassified and re- 
leased, the receiving office will send a 
release statement, to the requester, 
and shall inform the requester of any 
fees due before releasing documents. 

(4) In the case. of documents of 
agency origin requested by a Presiden- 
tial Library on behalf of a member of 
the public, if there is a partial denial, 
the letter will advise the requester-as 
described in paragraph (e) of this sec- 
tion, but the requester will be referred 
to the Archivist for copies of the re- 
leased document, with portions ex- 
cised. The receiving office will trans- 
mit such documents, with portions 
marked to be excised, to Archives 
which will transmit them with por- 
tions excised to the Presidential Li- 
brary for its records and for use in the 
case of further similar requests. 

(m) The receiving office shall also be 
the office for receiving requests from 
other agencies seeking the views of the 
Department as to declassification of 
documents originated by such other 
agencies but involving information of 
primary subject matter interest to the 
Department. The receiving office will 
transmit the documents to the review- 
ing area for a determination as to de- 
classification and will coordinate the 
reply of the Department to the re- 
questing agency. 

(n) In considering requests for man- 
datory review, the agency may decline 
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to review again any request for materi- 
al which has been recently reviewed 
and denied, except insofar as the re- 
quest constitutes an appeal under 
§ 9.17. 

(o) The receiving cffice in the De- 
partment of State shall forward to the 
National Security Council (NSC) the 
Department’s recommendations con- 
cerning those documents which the 
Department reviews on behalf of the 
NSC, together with the documents in 
the case, for final action by the NSC. 

(p) For AID refer to Handbook 18, 
Part III, Chapter 10. 

(q) For ICA refer to Manual of Oper- 
ations and Administration, Part III, 
Section 524. ; 


§9.17 Appeals. 


(a) Department of State. (1) The As- 
sistant Secretary for Public Affairs is 
designated to receive appeals for den- 
ials of documents by the Department 
of State and to act as Chairman of the 
Department’s appeals review panei to 
be specified in final publication. (See 
$9.2(e).) Such appeals shall be ad- 
dressed to: 


The Assistant Secretary of State for 
Public Affairs, Department of State, 2201 C 
Street, NW., Washington, D.C. 20520. The 
appeal must be received in the Office of the 
Assistant Secretary within 60 days of the 
date of the original denial letter or the final 
release of documents, whichever is later. 


(2) Appeals shall be decided within 
30 days of their receipt by the Assist- 
ant Secretary. 

(i) If the decision is to declassify the 
documents in entirety, the reviewing 
office shall so inform the requester 
and shall send the documents to the 
requester. 

(ii)(A) If the recommendation of the 
reviewing office is to continue to deny 
the documents in entirety the receiv- 
ing office shall supply a memorandum, 
cleared with its legal adviser, explain- 
ing its reasons for denial, for submis- 
sion to the appeals review panel, to- 
gether with a proposed letter of denial 
for signature by the chairman of the 
review panel. This letter shall be ad- 
dressed to the requester. It shall con- 
tain a justification for the denial in 
terms of the two requirements set 
forth in § 9.5. 

(B) The appeals review panel shall 
vote in writing to upheld or reverse 
the decision of the reviewing office. 
The panel’s decision shall be commu- 
nicated in writing to the requester by 
a letter from its chairman. 

(3) If the recommendation of the re- 
viewing office is to declassify a portion 
of the denied material, it shall supply 
a memorandum, cleared with its legal 
adviser, explaining its reasons for par- 
tial denial, for submission to the ap- 
peals review panel, together with a 
proposed letter of denial for signature 


by the Chairman of the panel. This" 
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letter shall be addressed to the re- 
quester. It shall contain a justification 
for the partial denial in terms of the 
two requirements set forth in §9.5. 
The reviewing bureau’s memorandum, 
with the proposed letter of denial and 
the documents denied, shall be sub- 
mitted to the appeal review panel. The 
panel shall vote in writing to uphold 
or reverse the recommendation of the 
reviewing office. The board’s decision 
shall be communicated in writing to 
the requester by a letter from its 
chairman. The chairman shall include 
with the letter those portions of the 
documents which have been declassi- 
fied, unless fees are still to be collected 
from the requester. 

(b) For AID. Procedures for appeal- 
ing denials issued by the Agency for 
International Development appear in 
AID Handbook, 18 Part III, Chapter 
10. 

(c) For ICA. Procedures are found in 
the Agency’s Manual of Operations 
and Administration, Part III, Section 
524, and in Title 22,.Code of Federal 
Regulations, Chapter V, Part 503. 


§9.18 Schedule of fees. 


For State, see 22 CFR 6.14. For AID, 
see 22 CFR 212.35. For ICA (USIA), 
see 22 CFR 503.6c. 


$9.19 Determinations in certain disputed 
eases. ’ 


(a) Information that continues to 
meet the legal requirements for classi- 
fication under Section 1-3 of the 
Order at the time of review for declas- 
sification is presumed to require con- 
tinued protection and may be with- 
held from disclosure under the Order 
and Section 552(b)(1) of the Freedom 
of Information Act. However, as stated 
in Section 3-303 of the Order, it is gov- 
ernment policy to consider the. public 
interest in disclosure when informa- 
tion is reviewed for declassification. In 
some cases, the need to protect infor- 
mation that continues to meet the re- 
quirements of classification may be 
outweighed by the public interest in 
disclosure of information. When such 
a question arises, the authority review- 
ing the information shall refer the 
question to the relevant Top Secret 
authority in the Department of State, 
or the Director, Office of Public Af- 
fairs in AID, or the Director, ICA, to 
make a policy determination whether 
the public interest in disclosure 
outweighs the damage to the national 
security that might reasonably be ex- 
pected from the disclosure. In making 
such determination, that authority 
shall respect the intent of the Order 
to protect foreign government infor- 
mation and _ confidential foreign 
sources. That authority shall also con- 
sult with other officials in the agency 
as the circumstances warrant. 
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(b) In the Department of State, if 


such a case is appealed by the request- — 


er of the information after receiving a 
notice of denial, the case shall be re- 
ferred to the appeals review panel in 
accordance with the Department’s 
appeal procedures. If the panel should 
decide that the case raises a question 
as to whether the need to protect in- 
formation that continues to meet the 
requirements of classification is 
outweighed by the public interest in 
disclosure, the question shall be re- 
ferred to a principal officer for deter- 
mination. 

(c) Address appeals for AID tc the 
Director, Office of Public Affairs; for 
ICA to the Director, Office of Con- 
gressional and Public Liaison. 


§ 9.20 Challenges to classification. 


(a) A government employee, where 
there is reasonable cause to believe 
that a document is classified unneces- 
sarily, improperly, or for an inappro- 
priate period of time, is encouraged to 
and shall have the right to challenge 
such classification. 

(b) The challenger shall prepare a 
statement giving the reasons to sup- 
port such a challenge, and may submit 
a request to the office or bureau of 
origin for a review of the document 
under the mandatory declassification 
procedures of the agency, expect that 
the agency shall reach a determina- 


tion in 30 days instead of 60 days. If 
the reviewing office or bureau agrees 


with the challenger, - rectifying 
changes shall be made on the face of 
the document. The office of the record 
holder and other holders should be no- 
tified of the changes to the extent 
practicable. If the reviewing office dis- 
agrees with the challenger, the chal- 
lenger may appeal within 60 days to 
the appeals review panel which shall 
make its decision within 30 days of re- 
ceipt of the appeal. 

(c) If the challenger wishes to 
remain anonymous, an officer desig- 
nated by the chairman of the appeals 
review panel shall act as the challeng- 
er’s agent. 


Appenpix A—DEFINITIONS 


For the purpose of these security regula- 
tions, the following definitions of terms 
shall apply: 

Agency. A federal agency including depart- 
ment, agency, commission, etc. as defined in 
5 U.S.C. 552(e). 

Classification. The determination that 
certain information requires protection 
against unauthorized disclosure in the inter- 
est of national security, coupled with the 
designation of the level of classification: 
Top Secret, Secret or Confidential. 

Classification authority. The authority 
vested in an official of an agency to original- 
ly classify information or material which is 
determined by that official to require pro- 
tection against unauthorized disclosure in 
the interest of national security. It is also 
the authority to prolong classification. 


RULES AND REGULATIONS 


Classification guides. Documents issued in 
an exercise of authority for original classifi- 
cation that include determinations with re- 
spect to the proper level and duration of 
classification of categories of classified in- 
formation. 

Classified information. Information or 
material, herein collectively termed infor- 
mation, that is owned by, produced for or 
by, or under the control of the United 
States Government, and that has. been de- 
termined pursuant to Executive Order 
12065 or prior orders to require protection 
against unauthorized disclosure, coupled 
with the designation of the level of classifi- 
cation. 

Classifier. An individual who makes a clas- 
sification determination and applies a secur- 
ity classification to information or material. 
A classifier may either be a classification au- 
thority or may assign a security classifica- 
tion based on a properly classified source or 
a classification quide. 

Code room. The designated and restricted 
area in which cryptographic operations are 
conducted. 

Communications security. Measures des- 
ignated to protect information during elec- 
trical transmission or associated processing. 

Communications security material. All 
material associated with the security of tele- 
communications. The term used to cover 


both cryptographic and noncryptographic © 


items. 

Compromise. Loss of security enabling un- 
authorized access to classified information. 
Affected material is not automatically de- 
classified. 

Courier. A U.S. citizen employee of the 
Department of State whose chief function is 
to transport diplomatic pouches across in- 
ternational frontiers between the Depart- 
ment and posts and between posts. 

Cryptographic material. All COMSEC ma- 
terial bearing the marking “CRYPTO” or 
otherwise designated as incorporating cryp- 
tographic information. 

Custodian. An individual who has posses- 
sion of or is otherwise charged with the re- 
sponsibility for safeguarding and accounting 
for classified information. 

Declassification. The determination that 
particular classified information no longer 
requires protection egainst unauthorized 
disclosure in the interest of national secur- 
ity. Such determination shall be by specific 
action or automatically after the lapse of a 
requisite period of time or the occurrence of 
a specified event. If such determination is 
by specific action, the material shall be so 
marked with the new designation. 

Declassification event. An event which 
would eliminate the need for continued cilas- 
sification. 

Decontrol. The authorized removal of an 
assigned administrative control designation. 

Derivative classification. A determination 
that information is in substance the same as 
information currently classified coupled 
with the designation of the level of classifi- 
cation. 


Document. Any recorded information re- _ 


gardless of its physical form or characteris- 
tics, including, without limitation, written 
or printed material; data processing cards 
and tapes; maps; charts; paintings; drawings; 
engravings; sketches; working notes and 
papers; reproductions of such things by any 
means or process; and sound, voice or elec- 
tronic recordings in any form. 

Downgrading. The determination that 
particular classified information requires a 


lesser degree of protection or no protection 
against unauthorized disclosure than cur- 
rently provided. Such determination shall 
be by specific action or automatically after 
lapse of the requisite period of time or the 
occurrence of a specified event. If such de- 
termination is by specific action, the materi- 
al shall be so marked with the new designa- 
tion. 

Foreign government information. ‘“For- 
eign government information” is: (a) Imfor- 
mation provided to the United States by a 
foreign government or international organi- 
zation of governments in the expectation, 
express or implied, that the information is 
to be kept in confidence, or (b) Information, 
requiring confidentiality, produced by the 
United States pursuant to a written joint ar- 
rangement with a foreign government or in- 
ternational organization of governments. A 
written joint arrangement may be evidenced 
by an exchange of letters, a memorandum 
of understanding, or other written record of 
the joint arrangement. 

Formerly restricted data. Information re- 
moved from the Restricted Data category 
upon determination jointly by the Depart- 
ment of Energy and Department of Defense 
that such information relates primarily to 
the military utilization of atomic weapons 
and that such information can be adequate- 
ly safeguarded as classified defense informa- 
tion subject to the restrictions on transmis- 
sion to other countries and regional defense 
organizations that apply to Restricted Data. 

Information security. Safeguarding infor- 
mation against unauthorized disclosure; or, 
the result of any system of administrative 
policies and procedures for identifying, con- 
trolling, and protecting from unauthorized 
disclosure, information the protection of 
which is authorized by executive order or 
statute. 

Intelligence method. The method which is 
used to provide support to an intelligence 
source or operation, and which, if disclosed, 
is vulnerable to counteraction that could 
nullify or significantly reduce its effective- 
ness in supporting the foreign intelligence 
or foreign counterintelligence activities of 
the United States, or which would, if dis- 
closed, reasonably lead to the disclosure of 
an intelligence source or operation. 

Intelligence source. A person, organiza- 
tion, or technical means which provides for- 
eign intelligence or foreign counter-intelli- 
gence and which, if its identity or capability 
is disclosed, is vulnerable to counteraction 

“that could nullify or significantly reduce its 
effectiveness in providing foreign intelli- 
gence or foreign counterintelligence to the 
United States. An “intelligence source”’ also 
means a person or organization which pro- 
vides foreign intelligence or foreign counter- 
intelligence to the United States only on the 
condition that its identity remains undis- 
closed. 

International. organization. An organiza- 
tion of governments. 

National security. The national defense 
and foreign relations of the United States. 

Nonrecord material. Extra and/or dupli- 
cate copies that are only of temporary 
value, including shorthand notes, used 
carbon paper, preliminary drafts, and other 
material of similar nature. 

Office of security. The offices which have 
been disignated in State, AID, and ICA to 
administer their respective security pro- 
grams. 

Official information. That imformation or 
material which is owned by, produced for or 
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by, or under the control of the United 
States Government. 

Order, the Executive Order 12065 dated 
June 28, 1978 (43 FR 28949, July 3, 1978) en- 
titled ‘National Security Information”. — 

Original classifieation. An initial determi- 
nation that information requires protection 
against unauthorized disclosure in the inter- 
est of national security, and a designation of 
the level of classification. 

Original classifier. An authorized individ- 
ual in the executive branch who initially de- 
termines that particular information re- 
quires a specific degree of protection against 
unauthorized disclosure in the interest of 
national security and applies the classifica- 
tion designation ‘‘Top Secret’’, ‘““Secret’’, or 
“Confidential.” 

Paraphrasing. A restatement of text in 
different phraseology without alteration of 
its meaning. 

Post security officer. A U.S. citizen em- 
loyee of the Foreign Service who is desig- 
nated to perform security functions. At 
Posts where Regional Security Officers are 
located, they will be assigned this duty. 

Presidential appointees. Former officials 
of the Department of State who held policy 
positions and were appointed by the Presi- 
dent, by and with the advise and consent of 
the Senate, at the level of Ambassador, As- 
sistant Secretary of State, or above. It does 
not include persons who merely received as- 
signment commissions as Foreign Service 
Officers, Foreign Service Reserve Officers, 
Foreign Service Staff Officers and employ- 
ees. 
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Record material. All books, papers, maps, 
photographs, or other documentary materi- 
als, regardless of physical form or charac- 
teristics, made or received by the U.S. Gov- 
ernment in connection with the transaction 
of public business and preserved or appro- 
priated by an agency or its legitimate suc- 
cessor as evidence of the organization, func- 
tions, policies, decisions, procedures, or 
other activities of any agency of the Gov- 
ernment, or because of the informational 
data contained therein. 

Regional security officer. A professionally 
trained officer who has been designated to 
administer the security program for a spe- 
cific area or post. 

Restricted area. A specifically designated 
and posted area in which classified informa- 
tion or material is located or in which sensi- 
tive functions are performed, access to 
which is controlled and to which only au- 
thorized personnel are admitted. 


Restricted data. All data (information) 
concerning (1) design, manufacture, or utili- 
zation of atomic weapons; (2) the produc- 
tion of special nuclear material; or (3) the 
use of special nuclear material in the pro- 
duction of energy, but not to include data 
declassified or removed from the Restricted 
Data category pursuant to section 142 of 
the Atomic Energy Act. (See section llw, 
Atomic Energy Act of 1954, as amended; 42 
U.S.C. 2014(y).) 


Security classification designations. 
Refers to “Top Secret’, ‘“‘Secret’’, and ‘‘Con- 
fidential” designations on classified infor- 
mation or material. 
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Sensitive intelligence information. Such 
intelligence information, the unauthorized 
disclosure of which would lead to counterac- 
tion (a) jeopardizing the continued produc- 
tivity of intelligence sources or methods 
which provide intelligence vital to the na- 
tional security, or (b) offsetting the value of 
intelligence vital to the national security. 

Unit security officer. A U.S. citizen em- 
ployee who is a nonprofessional security of- 
ficer designated with a specific or homoge- 
neous working unit to assist the Office of 
Security in carrying out functions pre- 
scribed in these regulations. 

Unauthorized disclosure. The compromise 
of classified information by communication 
or physical transfer to an unauthorized re- 
cipient. It includes the unauthorized disclo- 
sure of classified information in a newspa- 
per, journal, or other publication where 
such information is traceable to an agency 
because of a direct quotation or other 
uniquely identifiable fact. 

United States and its territories. The 50 
States; the District of Columbia, the Com- 
monwealth of Puerto Rico, the Territories 
of Guam, American Samoa, and the Virgin 
Islands; the Trust Territory of the Pacific 
Islands; the Canal Zone; and the Posses- 
sions, Midway and Wake Islands. 

Upgrading. The determination that par- 
ticular unclassified or classified information 
requires a higher degree of protection 
against unauthorized disclosure than cur- 
rently provided. Such determination shall 
be coupled with a marking of the material 
with the new designation. 


(FR Doc. 78-33346 Filed 11-28-73; 8:45 am] 
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